Compte Rendu GSB

Paramétrage des pares-feux :

Les config IP :

Fichier Machine FEcan Entrée Périphériques  Aide

FreeBSDrsamd64 (PF_Externe.GSB.local) (ttyv®)

KUM Guest - Netgate Device ID: aB815469c9986a55aZla

=xx Welcome to pfSense Z.6.0-RELEASE (amd64) on PF_Externe x=wx
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Logout (SSH only)

fAssign Interfaces

Set interface(s) IP address
Reset webConfigurator password
Reset to factory defaults
Reboot system

Halt system

Ping host
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% Welcome to pfSense Z.6.0-RELEASE
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Logout (SSH only)
Assign Interfaces
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Reset webConfigurator password

Reset to factory defaults
Reboot system

Halt system

Ping host

Shell

19.4.254,24
20.1.254,24

pf Top

Filter Logs

Restart webConfigurator
PHF shell + pfSense tools
Update from console
Enable Secure Shell (sshd)
Restore recent configurat
Restart PHP-FFM
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pfTop
Filter Logs

Restart webConfigurator

PHP shell + pfSense tools
Update from console

Enable Secure Shell (sshd)
Restore recent configuration
Restart PHP-FPM
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FreeBSDsamd64 (PF_Intermediaire.GSB.local) (ttywe)

KUM Guest - Hetgate Device ID: c59dacZb2b?653cc92d5

xxx Welcome to pfSense 2.6.0-RELEASE (amd64) on PF_Intermediaire ssx

WAN (wan)
LAN (lan)
0PT1 (optil)
0PTZ (optZ)

-
>
->
->

eml
emd
emz
em3

Logout (SSH owly)
Assign Interfaces
Set interface(s) IP address
Reset webConfigurator password
Reset to factory defaults
Reboot system
Halt system
Ping host

8) Shell

E Enter an optio

Machine Faan Entrée  Périphériques  Aide

8) Shell

Enter an optio

172.19.4.1,24
172.19.2.254-24
172.20.1.253,24
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FreeBSD-amd64 (PF_ADMIN.GSB.local) (ttyvd)

.3.254-24

pf Top

Filter Logs

Restart webConfigurator

PHP shell + pfSense tools
Update from console

Enable Secure Shell (sshd)
Restore recent configuration
Restart PHP-FPM
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KUM Guest - Netgate Device ID: elB6f909d417a4b35354

»xx Welcome to pfSense Z.6.0-RELEASE (amd64) on PF_ADMIN sxx
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Logout (SSH only)

fAssign Interfaces

Set interface(s) IP address
Reset webConfigurator password
Reset to factory defaults
Reboot system

Halt system

Ping host

Shell

Enter an option: JI

Chaque PFsense ont la méme configuration NAT :

Port Forward 1:1

Outbound

NPt

Mode

Mappings

Interface Sourc!

v WAN any

e

Source Port

Destination

Destination Port

Outh

NAT Address

WAN address &

- Adva
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NAT Port Static Port

®
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Description

20.1.1,24
20.2.254,24

pf Top

Filter Logs

Restart webConfigurator
PHP shell + pfSense tools
Update from console
Enable Secure Shell (sshd)
Restore recent configurati
Restart PHP-FPM
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Chaque pfsense a ¢a Gateway en sorti du port wan :

PF Externe :

Gateways Static Routes Gateway Groups

Gateways
Name Default Interface Gateway Monitor IP Description Actions
04 © wanDHCP# Default (IPv4) WAN 192.168.122.1 192.168.122.1 Interface WAN_DHCP Gateway SO0

o

Default gateway

Default gateway IPv4 WAN_DHCP M

Select a gateway or failover gateway group to use as the default gateway

PF ADMIN :

System/ Routing / Gateways C@ Lu

Gateways Static Routes Gateway Groups

Gateways
Name Default Interface Gateway Monitor IP Description Actions
o4 ©@  wanowiE Default (IPvd) WAN 172.20.1.254 172.20.1.254 SO0

=
PF intermédiaire :

System / Routing/ Gateways CowEe

Gateways Static Routes Gateway Groups

Gateways
Name Default Interface Gateway Monitor IP Description Actions
2.8 @  pfexterna_lan §¥ Default (IPv4) WAN 172.19.4.254 172.19.4.254 LOOM

o[+

Default gateway

Default gateway IPv4 pfexterne_lan M

Select a gateway or failover gateway group to use as the default gateway.

PF interne :

Gateways Static Routes Gateway Groups

Gateways
Name Default Interface Gateway Monitor IP Description Actions
04 @  PF_intermediaire_L AN &8 Default (IPv4) WAN 172.19.2.254 172.19.2.254 L0011
KA @ oPTiGW 0PT1 172.20.1.253 172.20.1.253 S0

i
>
&

Default gateway

Default gateway IPv4 PF_Intermediaire_LAN M

Select a gateway or failover gateway group to use as the default gateway.



Ensuite on configure les regles pour I'acces a tous les pares-feux depuis
I"admin :

Sur tous les switches sur le port OPT1

Floating WAN LAN 0PTI OPT2
—
States Protocol Source Pert Destination Pert Gateway Queue Schedule Description Actions
v 0/0B IPvdICMP  * * * * * none PING LS00m
any
Accés PF o
« 1/1.23MiB  IPvATCP 1722001 * OPT1 address 80 (HTTP) * none LS00m
v 0/0B IPv4 TCP 172.20.1.1 * OPT1 address 443 (HTTPS) * none 1,000

Les regle de par feux sur les switches Interne et intermédiaire :

Floating WAN LAN OPT1 OPT2

Rules (Drag to Change Order)

| States Protocol Source Port Destination Port Gateway Queue Schedule Description Actions
Protection Pare-feux ﬁ
X 0/0B IPvd * * * WAN address * * none &f‘@l]‘]]‘
X 0/0B IPvd * & 2 LAN address * * none L., 00m
X 0/0B 1Py * * * OPT1 address * * none LS 000
X 0/08B 1Py * o & OPT2 address * * none 320010
Regle métiers o
v 0/0B  IPvax - == == none &S 00m

Les regle du LAN sur la PF admin :

Firewall / Rules/ LAN =
Floating WAN LAN
—
O States Protocol Source Port Destination Port Gateway Queue Schedule Description Actions
& 4/3.22MiB * * * LAN Address 443 * * Anti-Lockout Rule ¢
80

+/ 39/48KiB  IPvAUDP * LI 53 (DNS) * none &S 00m
v 0/0B IPv4UDP  * L 853 (DNS over TLS)  * none LLO00m
v 28/141KB IPvd* LAN net * 2 2 3 none Default allow LAN to any rule LS 00m
v 0/0B IPvB * LAN net * * * ® none Default allow LAN IPv6to anyrule  f, #* OO T
< Q@R Pus o+ P . - &S 00m
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